FRAUD AND ANOMALIES

THE PROBLEM OF FRAUD IN HEALTHCARE

Based on the data from international agencies, corruptive actions, fraud and
anomalies in healthcare cost enormous amounts of money. American
National Healthcare Anti Fraud Association states that these loss represent
between 3% and 10% of all the healthcare expenses. The situation in Europe
is no less worrisome. The British National Health Service Counter Fraud
Service claims that every year shocking 30 to 60 billion Euros are lost in the

EU in our national healthcare systems due to fraud .

In 2003, the European Healthcare Fraud and Corruption Network (EHFCN)
was founded to fight corruption and fraud in national healthcare systems.

EUROPEAN HEALTHCARE FRAUD
& CORRUPTION NETWORK

According to EHFCN, fraud is defined as an organized and conscious act,
conducted by individuals or groups with the intention to gain financial or
nonfinancial profit for themselves or for organizations they belong to.

THE MOST COMMON FORMS OF FRAUD IN HEALTHCARE

Due to the complexity of the processes within health care systems and the large number of participants, it is very difficult to
supervise healthcare systems for fraud. Frauds occur in different forms, and are conducted by different participants of the
healthcare process: patients, insurance companies, suppliers of medicine and medical technical devices, and medical service

providers, etc.

Management fraud and fraud conducted by
employers is most often manifested in the
form of charging for services that were
never rendered, charging more expensive
services and intentionally conducting
unnecessary services. In one case, obese
children were sent on psychiatric
treatments for depression.

Frauds and corruption also occur in
connection with suppliers of medicine
and medical and technical devices.
Cases where pharmaceutical giants
offer healthcare managers and
doctors all sorts of services in
exchange for prescribing their
products. Dona-tions and free trials
of expensive products are another
popular form of fraud. With donation,
the company avoids the competition
of other suppliers, and can often
surpass the value of the donation
with the sale of repro material.

Most common patient frauds include
providing false information to acquire ¥%
medicine and medical services, and
altering prescriptions that they were
issued, etc.

Famous examples of healthcare fraud

There have been a number of famous cases of healthcare
fraud in the last years. These following cases show just
how high the losses can be.

COLUMBIA/HCA: The case of blood tests

Damage caused: 63.000.000 €

Every time a certain doctor ordered a CBC blood count,
the laboratory charged the insurance for an additional
chemical blood test that was neither ordered or
necessary.

Chain of sanatoriums in Arkansas

Damage caused : 117.000.000 €

Nurses charged the insurance company for the time they
spend taking care of patients, who were either insured by
other insurance companies, or were self-insured.




FIGHTING FRAUD

THE ECONOMICS OF FIGHTING FRAUD

The economics of detecting and managing fraud are fairly simple. The intention is to cut losses that occur because of fraud. The
process can be done ®nanually where a certain amount of randomly selected claims is thoroughly examined every month.
However, fraud detection is much more successful with the use of a fraud detection system. A system, which automatically
examines all damage claims is more successful and more efficient. It also offers guidance to system analysts, thus speeding up
their work and makingit easier. The savings depend on the success of fraud detection and the efficiency of resolving fraud.

Savings = Success of detection n Efficiency of resolution

savings per examined case the number of examined cases

The use of computer systems dramatically
increases savings. Fraud detection is more
successful, due to the fact that only the most
suspicious cases are examined. Computer

F[ﬁ@ Md systems also support the resolution process, and
thereby contribute to more efficient and

@@ﬁ@@ﬁﬁ@ In therefore faster fraud resolution.
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examines random cases,
among which only bet-
ween 3% - 10% are fraud-
ulent. Resolving fraud is
very inefficient without
proper computer support.

Automatic learning and
adaptation enable increasingly
successful fraud detection.

The number of examined cases
Efficient resolution

Successful fraud detection

>

Average savings per examined case [in ~]

COMPUTER SOLUTIONS BOOST SUCCESS IN FRAUD DETECTION

Due to the fact that health services are covered from different
sources, and that enormous amounts of data must be processed, it
is impossible to fight fraud without the use of appropriate
computer support. Computer systems enable far more successful
fraud detection than manual investigation, as we can G t
automatically examine all transactions and further investigate only a r ner
the most suspicious ones. A computer system also enables easier and faster fraud resolution. The world renowned consultancy
group Gartner also confirmed positive effects of computer solutions for fraud detection.
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ADMIRAL

Admiral is an intelligent computer system that helps prevent, detect and
resolve fraud. It is based on analyses of damage claims that insurance
companies receive from medical service providers. It uses the most advanced
approaches to find both known fraud types, and suspicious anomalies that
mightbe connected to new types of fraud.

Admiral is a priceless tool for insurance claim supervisors. It examines every
single claim, and alerts the supervisor in case of suspicion. The use of
, intelligent sorting mechanisms guides the supervisors to first examine the
\g\p most suspicious cases, and the ones with the highest damage claims.
T Admiral also provides explanations, reports, documents and advanced
visualizations for each case, and thereby makes it easier for the supervisor to
understand the case. These documents enable the supervisor a credible
stance against the violators. Admiral is constantly automatically improving,
since it is designed in a way that enables it to learn from supervisors and
experts who take part in fraud resolution.
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FIGHTING FRAUD

[/l Detecting known fraud types and inconsistencies.
Deterrence

I

Prevention

|

Detection

[/ Detection of suspicious anomalies.

¥l Automatic learning and adaptation.

Investigation
[/l Resolving inconsistencies.

Redress
¥l Explanation of inference.

Fraud deterrence is a very important component
¥l Performance. of fighting fraud. It is based on notifying the

public and creating a general awareness that

fraud is unacceptable and a criminal offence. In

case fraud still occurs, Admiral helps to
M Review of key performance indicators. successfully prevent it. It also enables timely
detection of fraud that cannot be prevented.
Once the system detects fraud, it gives the
analyst an insight into reports, documents and
visualization of data, which enable effective and
professional investigation of the cases. Once the
analyst is certain that he is dealing with a
fraudulent case, Admiral helps with guidance
through court and out-of-court procedures that
help him seek redress.

1 Deployment methodology.
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